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Stability Conditions for Discrete Time Fault Tolerant Control Systems
With State Delays

Mufeed Mahmoud

Abstract— A DTFTCS in noisy environments subject to
delays and driven by a state feedback controller is developed.
Second moment stability for the proposed delayed DTFTCS
is investigated. A delay-independent sufficient condition that
guarantee the H., second moment stability and achieve o-
level of disturbance rejection is derived and proved. Results are
obtained using Lyapunov function approach and formulated as
feasibility solution for a set of linear matrix inequalities (LMI).
The theory is demonstrated by a numerical example.

I. INTRODUCTION

Fault Tolerant Control Systems (FTCS) are a class of modern
control systems designed to maintain high levels of sys-
tem survivability and performance. Two classes of FTCS
are defined: passive and active designs. A passive FTCS
can tolerate faulty operation while maintaining satisfactory
performance without any control reconfiguration. An active
FTCS (AFTCS) is composed of two major blocks a fault
detection and isolation (FDI) scheme and a control reconfig-
uration mechanism. The FDI scheme continuously monitor
system behavior to detect and locate failed component(s).
The decisions made by the FDI scheme command a recon-
figuration mechanism to restructure the control law in real
time basis accordingly. It was documented that the dynamical
behavior of AFTCS is governed by stochastic differential
equations and modeled as a general hybrid system combining
the Euclidean space for system dynamics and the discrete
space for fault-induced changes [11], [13], [14].

The research of hybrid systems evolved into two major
classes: Jump Linear Systems (JLS) and Fault Tolerant
Control Systems with Markovian Parameters (FTCSMP).
In JLS, the random jump process of the coefficients is
represented by a finite state Markov chain called plant
regime mode [3], [7]. The restrictive assumption of perfect
regime knowledge in JLS was the motivation to introduce
the model of FTCSMP [13]. In FTCSMP two separate
random processes with different state spaces are defined:
one represents system component failures and the second
represents decisions of the FDI process used to reconfigure
the control law. This unique modeling allows the con-
sideration of practical implementation issues and physical
limitations of a particular FTCSMP. Stability properties of
FTCSMP in the presence of noise, detection errors, detec-
tion delays, parameter uncertainties and actuator saturation
were studied in [8],[9] and [10]. A comprehensive review
of the stochastic stability and stabilization of continuous
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AFTCSMP using Lyapunov function approach can be found
n [11]. Just lately, the analysis of stochastic stability and
H stabilization of continuous FTCSMP was revisited in
[1] and [2] using convex programming framework. The
results provided an LMI characterization of output feedback
controllers that stochastically stabilize FTCSMP and ensures
H constraints. Integral Quadratic Constraints were defined
for FTCSMP and a stabilizing controller was synthesized in
[15] and [16], optimal Hs performance was investigated in
[17] and [18]. In [19] FTCSMP were modeled and analyzed
using randomized algorithms. The vital issue of detection
delays has been revisited in a more rigorous form in [20].
Very limited results in the literature dealt with discrete time
fault tolerant control systems (DTFTCS). The difficulty to
characterize the stochastic behavior of DTFTCS was due to
the complexity of the model and tools needed to complete
the studies. [6] studied the stochastic stability and controller
design for the nominal DTFTCS, [12] extended the results
to include norm bounded parameter uncertainties. The work
in both citations synthesized a control law by solving a
set of Riccati-Like matrix inequalities and ended up with
a conclusion that this model yield results that are more
complex than the case of continuous FTCSMP.

On the other hand, it is well documented that time delays
is a major cause for performance degradation of dynamical
systems, ultimately, it may lead to loss of stability. The
issue of time delay has been extensively researched. In JLS
significant results were obtained and several reports can be
cited [3]. The effect of time delays was also considered for
continuous-time FTCSMP in [11]. It is the objective of this
article to characterize the stochastic behavior of DTFTCS
subject to state delays and driven by a constant gains
state feedback controller. The analysis is to produce delay-
independent stability conditions in terms of feasibility so-
lution for some LMIs. The stochastic behavior for proposed
DTFTCS in noise-free and noisy environments is considered.
The results also test for the existence of a stabilizing H
state feedback controller that guarantee the second moment
stability and achieve § level of noise attenuation. The findings
are validated by a numerical example.

This paper is organized as follows: Section II describes the
dynamical model of DTFTCS, the failure processes and the
FDI process. Stochastic stability properties for DTFTCS with
state delays is studied in Section III. Section IV defines
and derives conditions for the stability of delayed DTFTCS
for a given state feedback controller with constant gains. A
numerical example is given in Section V and a concluding
summary is briefed in Section VI.
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II. THE MODEL OF STATE DELAYED DTFTCS

A discrete-time fault tolerant control system (DTFTCS)
under normal operating conditions is described by

Ty1 = Axy + Bug + o wy,
Yk = Czp + pywy (D
2z = Dz + Euy,

where z;, € R™ is the system state, up € R" is the system
input, y, € RP is the system measured output, and z;, € R?
is the system controlled output. wy, € RY, {wy} € I3]0, 00)
is an exogenous disturbance input which belongs to the space
of square summable infinite vector sequences on [0, o), that

® w2 = 13 Junl?} < oo @

keN

N is the set of natural numbers. The occurrence of of
failures in plant components changes the dynamics of the
DTFTCS (1). In FTCSMP components failures have Marko-
vian behavior represented by a Markov chain {n(k)} and
the failure process is not directly measurable instead it is
detectable by an FDI process [11], [13] represented by
another Markovian chain, {¥(k)}. Moreover, the control
law is only a function of the measurable FDI process with
constant feedback controller gains. Given a probability space
(Q, F, P) where Q is the sample space, F is the algebra
events, and P is the probability measure defined on F. A
DTFTCS subject to component failures and time delays in
the state belongs to a class of hybrid stochastic discrete-time
linear systems described by

Thp1 = Ale)Tr+Ar (M) Th—a+B (i) u(Vie, k)+oo (k) wi
Yk = C(e) Tk + oy (N wr
zi = D(e )k + Dr (i) wh—a + E(e) u(Wy, k)

Ty = Cl7 le {_d7 "'70}7 77(0) = To, \II(O) =g (3)
A state feedback controller has the form
u(\Ilk, k) = —K(\I/;C)xk (4)

where A(nx), Ar(nk), B(nk), D), Dr(nk), E(nk),
©z(nk), and @, (ne) are properly dimensioned real-valued
system matrices, and are random in nature with Markovian
transition characteristics. It is assumed that for all | €
{—d,...,0}, there exists a scalar 1 < e < oo such that
|lzg+1]] < €||zk||- mx and ¥y are homogeneous discrete-
time discrete-state Markov chains [5] with finite state spaces
S={1,2,....,s}and R = {1,2, ..., 7}, respectively. The one-
step transition probabilities from state (m) at time instant (k)
to state (n) at time instant (k + 1) for the plant component
failure process, {7}, is

U = Pr{ngs1=n, e =m}
N mn = 1.0 Vme S, amn >0 ©)

n=1
The conditional transition probability for {U}, is
= Pr{ W1 =m, ¥p=n, n = j}
w20 ©

D
> qi, = 1.0Vme Randi€ S,
n=1

Qmn and ¢, are directly related to the component failure
rates, and the FDI transition rates, respectively. These rates

play a key-role in modelling different behaviors for the
general class of AFTCSMP [11], [13].

Notations The following notations are used in the paper, the
notation M > N (>, <, <) 0 is used to denote that M — N
is positive definite (positive semi-definite, negative definite,
negative semi-definite) matrix. Apin (), Amaz () denote the
minimum and the maximum eigenvalue, respectively. ||.||
represents the Euclidean norm of [.]. £[] stands for the
mathematical expectation. Also, for simplicity, A(ng) =
A, Ar(mi) = Ari, B(nk) = By, D(ny) = Dy, Dr(ny) =
D.;and E(n) = E; whenn, =4 € S and K(Uy, k) = K;
when U, = j € R. A symmetric matrix is equivalently

written as
aii ai2 é aii ai2
G{Q a2 * a2
III. STOCHASTIC STABILITY FOR STATE DELAYED
DTFTCS

The stochastic stability properties will be defined and studied
first for for the DTFTCS (3) without exogenous noise (wg =
0) and without any input (uxr = 0), in such a case the
DTFTCS will be called autonomous system. The results will
be extended to the case of noisy environment and new set
of conditions will be derived and proved.

A. Stability Properties for Autonomous Delayed DTFTCS
An autonomous DTFTCS with delays can be described by

Trpt1 = iz, yr = Cizr, 21 = Dixy @)

There exist several stability definitions for the general class
of DTFTCS. It can be shown, omitted for space limitation,
that these definitions are equivalent for DTFTCS, that is, the
satisfaction of one form implies the satisfaction of the other
forms. In this article, second moment stochastic stability is
used and it is defined as

Definition 1: The equilibrium point, z = 0, for the noise-
free input-free DTFTCS (7) is said to be stochastically
second moment stable, if for all finite (; € R™ defined on
{—d,...,0}, and any initial state {zo, 70, ¥o} that lead to a
sample solution {zy,nx, Uy}, there exists a finite positive
number N(CO, 1o, ¥o), such that

ZS{”xkanka‘Ijk|$0a7707\IJ0||2} < N(¢o, m0, ¥o) < o0
k=0

Theorem 1: The autonomous DTFTCS (7) is second mo-
ment stable, if there exist a positive definite matrix ¢ > 0
and Pj; > 0Vi€ S,j € R satisfying

ATP;A; =P +Q  ATPjA,
. AT, A, —q <0
il i
where
n=1 m=1

1041



Proof
Selecting a Lyapunov function as
k—1
V(:vk,nk, \I/k) = :c;;FPij:vk + Z .’L'ITQCL'l Vies, JER

I=k—d
C))
If the failure process represented by the Markov chain 7, is
in state 7 at time k, then the DTFTCS will be described as

Tpt1 = Aiz, yr = Cizg, 21 = Dixy
r=(, le{=d,..,0} n(0)=mn, ¥(0)="T
(10)
Define

36 = {Ik_d,xk_(“_l, ,xk}

The one-step forward difference equation of V (X, nr, W)
is

ELV (Xrt1 M1, Y 1) Xw, i, Yoo — V(Xk, i, Vi) } =
k

E{lal  Pyrrpr+ Y af Quilzk,me, Ui}
I=k+1—d
k—1
—zy Pyag — 3 af Quy
I=k—d
(1D
The one-step forward increment for the noise-free input-free
DTFTCS with delays (7) gives

E{ai 1 Pijtisr|or, e, Ui} — of Pyjay,
= E{[zf AT + o AL P Aiey + Arizy—al}
k

k-1
+ X

T T T
x; Quy —x, Pijxy — Y, x Qu; <0
l=k+1—d l=k—d

= E{aF AT P Ajwoy + aF AT Pij Arizg—q
+af AL P Ay + xf_ AL P Ay _a}
—x{Pijxk + x{ka — x{_dek_d <0

12)

= ngzTFUAzl'k - l'gpij,fk + xijxk
+al AT P Aviwg—a + 2], AT, Py Asay
ol AT P Ariag_a — 2 Qrg—q <0
Define
T
Y = [xr Th_d

and

AZ-TIBiin - P +Q A1T1517A”

* ATPjAL - Q 1

®ij =

then we have y,{@yk <0
For xi # 0,

EV (@1, Mot 1s Vi) |2k, M, i} — V(@g, mi, i)
V(zg, e, Vi)
)‘min(_@ij)}

Amam (Pz )

TQ..
< L} ik — min {
xy, Pijay i€S,jER 14

Define

_ . )\min(_@ij)
= 1 iE,':'S:L,?rELR{ Amam(jt)z) }

5)

The upper bound of v can be calculated as

EV (@1, Mot 15 Vi) |2k, M, i} — V@, mi, i)
V(zg, e, Yi)

=v—-1<0
and the lower bound can be found as

EV(@rgr, Met15 Vi) |n, M, Yi }

0< <
V(:Ekunka \Ijk) 7
This gives
0.0<vy<1.0 (16)
As a result, we have
5{V($k777k7‘11k)|$k777k7\1’k} <7kv(x077707\110) (17)

Substituting V(x,, 00, ¥,) = Q:OTPZ-OJ-OIO and taking the
summation for both hand sides, we get

> E{llzrs me, Yrlzo, mo, Wol|*} <

k=0

* <

18

3 el Amas (Prasa) < ol Arar (Pr)

0

_ N+1
{”onQ}\maw(Piojo) lim 2= ||1’o|\2)\maz(Piojo)L}
N—oo 1 — Y 1-—- Y

< 00

(18)
This result satisfies Definition 1 and hence the autonomous
DTFTCS (7) is second moment stable and the proof is
complete.

B. H., Performance For Input-Free Delayed DTFTCS

H, performance of delayed DTFTCS will be studied for
the case of input-free system. The work starts by defining
the stability of DTFTCS with J-level of noise rejection.
Necessary and sufficient conditions for the second moment
stability will be derived and proved. An equivalent set of
sufficient conditions will be constructed. The results are
stated in terms of feasibility solution for LMI. A noisy input-
free DTFTCS with state delays can be described by

Tpr1 = Az + A, Tp_q + @z, wy
Y = CiTr, + @y, Wi
2k = Dijxp + Drxp_g

19)

Definition 2: The equilibrium point, x = 0, for the noisy
input-free DTFTCS with delays (19) is said to be second mo-
ment stable with -disturbance attenuation, if the autonomous
DTFTCS (7) is second moment stable, and for any noise
disturbance wy, € lo with § prescribed level of disturbance
attenuation, the output response z, € R” satisfies

& o0
Zg[ZkTZHfZ?Oﬂ?o, Vo] < 2 Zwkka
k=0 k=0

The following theorem states necessary and sufficient condi-
tions for the stochastic stability with J-disturbance rejection
level.

Theorem 2: The noisy input-free DTFTCS (19) is second
moment stable with §-disturbance attenuation for any noise
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disturbance wy, € lo, if there exist two set of matrices ) >
0, and P;; > 0Vi € S and j € R satistying the following
matrix inequalities

ATPjAi — P+ Q+ DI Di AT PjjAsi+ DI D
* AL.PjA; — Q+ DLD,;
* *
AT Pijps,
AZZ Ugoll < 0
01 Bijpe, — 68°T

where Pij is defined in (8).

Proof: Selecting a Lyapunov function as given in (9), the
one-step forward difference equation for the noisy input-free
state-delayed DTFTCS is

k
€{$Z+1Pijfck+1 =+ Z ‘Z'ITQJ?[LT]“ Nk, \I/k} — :cfPijmk
l=k+1—-d
k—1 T
- 2 T Qu=
l=k—d

g{[x ATJFSCk dA‘rz +wk Soac

T
+ Z xf Qry — i Pijxy —
l=kt1-d

|Pij[Aizk + AriTi—a + 0z, wk]}
k-1
27 Qr; <0

I=k—d
= g{ngZTPUAll’k =+ l’gAZTPi]‘AnLEk—d + Z’EAZTP”(,O% Wk
tai_gAT P Az + 2f_gAL PijAvizi—g + xi_ g AT Pijos,wi
+wgtp£iPiinwk + w;{%ﬂ PijArixi—q + w@pfl. Pijpa, wi}
—xf Pijor + 2F Qe — 2f_4Qxr_q < 0

= mkA PZJA Tk +:ckA PZJAnmk 4+ mkA Pwapxlwk

—|—:ck dATZPLJAZ:ck —|—mk dATZPZJATZ:ck d—i—mk dAnPLJcpxlwk
+wk QDLE»LPZJAZ:CIC +wi oy PijAriti—a + wi ¢r, Pijpa, wi

—Tj Pljx;c + zj, ka — X qQxr—a <0

(20)
The input-free delayed DTFTCS (19) possess a disturbance
rejection property with attenuation level 0, if the condition
in Definition 2 is satisfied, that is

2z, — Pwhwg <0

The one-step forward increment for the system controlled
output (23) gives

[ DT + z] dDT][D Tk + Drizg—a] — 82wl Twy <0
Dl Dxy + x;, DZ D ixp_g+ xk_dDr;FiDi:vk

+x;€_dDF;FiDTi:17k,d — 52ngwk <0
Define
T T T T
Y = [Tp Tp_gq wy]

we have y! Oy, < 0, where © is the matrix inequality
in Theorem 2. Following similar arguments used to prove
Theorem 1, the input-free delayed DTFTCS (19) is second
moment stable and achieve ¢ level of noise attenuation. The
proof is complete.

IV. STOCHASTIC STABILIZATION FOR STATE DELAYED
DTFTCS

In this section, stochastic stability properties will be char-
acterized for the state delayed DTFTCS (3) when driven by

state feedback in ideal noise-free and more practical noisy
environment. The results provide a test criteria for the second
moment stability given a state feedback control law with
constant gains, K;. Several equivalent sufficient conditions
will be constructed in terms of feasibility solutions for some
LMIs.

A. Stabilization of Delayed DTFTCS in Noisy-Free Environ-
ments

A noise-free DTFTCS with delays is described as

Tipt1 = Aijer + Ar,Tp—d

Ye = Cixy, (1)
2k = Djjxp + Drxp_g
where R
Aij = Ai — BiK; 22)

Dij = D; - E;K

Theorem 3: The noise-free DTFTCS state-delayed
DTFTCS (21) is second moment stable, if there exist @ > 0
and P;j; > 0,Vi € S, j € R satisfying

ATPj;A;— P; +Q i
* AL PjA; —Q

where 15”» is defined in (8).

Proof: Arguments similar to those in Theorem 1 can be
followed with the augmented closed-loop system matrix, A,
is used instead of the open loop system matrix, A. The proof
is omitted.

B. Stabilization of Delayed DTFTCS in Noisy Environments
The closed-loop noisy DTFTCS with state delays can be
written as
Tpor = Ay + A g + ©u, Wi
Yr = Cizi + @y, wy,
2k = Dijxp + Drywp_g

(23)

where Aij and ﬁij are defined in (22).

Theorem 4: A necessary and sufficient condition for a
linear state feedback control law with constant gains K
to stabilize the noisy state delayed DTFTCS (23) with -
disturbance attenuation for any noise disturbance wy € lo,
is the existence of a preselected Q > 0 and P;; > 0 Vi €
S, j € R that satisfy the following matrix inequality

A?pZJAZ - P +Q+ [)ZTDZ ATF’UAH + [)TDH
* AZL i A —Q+DLD,;
* *
A PzJ‘vaz
A;I:z zg@zz < 0
B R Qfx PZ]QOCU - 62:[
P;; is defined in (8), and A;; and D;; are defined in (22).

Proof: Similar to Theorem 3 with the augmented closed-loop
matrix, A, replaces the open loop system matrix A.

Theorem 5: A sufficient condition for a linear state feed-
back control law with constant gains K; to stabilize the noisy
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state delayed DTFTCS (23) with §-disturbance attenuation
for any noise disturbance wy € I, is the existence of a
preselected Q > 0 and x;; > 0 Vi € S, j € R that satisfy
the following matrix inequality

—Xij + Xij QXij 0 0 AL xi; DT
* -Q + DI, Dy 0 AL 0
* * —0°T W} 0 <0
* * * —Z 0
* * * * -7
where
Vil = [yfaridh [ fonig), [] oz, [
2 [y asidly [] o ([ asid, []] (24
Z = diag{[xi1, Xi2s - Xirli=1,2,....s }
and
TZ = vl] [XU(A — B,K; ) ]
A i = VAL (25)
W VU [(p;m]

Proof: Using the results of Theorem 4 an equivalent set of
matrix inequalities can be obtained using Shur complement.

Lemma 1: (Shur Complement [4]) For appropriately di-
mensioned constant matrices ¢ = ¢7, w = w?, and 6, the
linear matrix inequality

<o

0 —w
is equivalent o ¢ —|— 6Tw=16 < 0 and w > 0.

Define x;; = P;;", pre- and post- multiply the matrix
inequality in Theorem 4 by diag(x.j,Z,T), we get

Xij + Xi@xii + Xi; DI Dixij
*
*

Xig AT X5 Aixas —

Xij AT X Ari +x”D Dy; Xij AT XU Du;

AZ;XUlA‘” Q + D D A‘erz_] Px; <0
* oF Xij' 0w, — 6°T
(26)
The identifications in (24) and (25) give
XWAZJ)NC; AZJXZJ = A;-I;-ZilAij
Afz ~;71An = AT 77 Ary (27)

SoxinJ SOLM = WZ;Z 1Wij

Using Shur complement, Lemma 1,
inequality (26) is equivalent to

the coupled matrix

Qn 0 0 Af
ES * * _Z

where 211 = x”—l-waxw—l—xUD Dlxu Applying Shur
complement to the term X”D Dzsz we get

—Xij + Xii @Xij 0 0 A} xyDF
—Q+ DI, Dy 0 AL, 0
* * —0°T W 0 |[<0
* * * -7 0
* * * * -7
(29)

The proof is complete. The LMI of Theorem 5 are non-linear
in the term x;;Qx;;. In the following, a set of less expensive
conditions that are easier to solve for ;; and to test for a
given set of K; will be constructed by proper parametrization
for the preselected matrix @ > 0.

Case 1: Select
Q=rl

This selection is consistent with the fact that a positive
definite matrix has positive eigenvalues, the LMI in (29) is
equivalent to

—Xij 0 0 AL xi;DY Xij
x —rI+DLD,; 0 AL, 0 0
* * —5%7 WL 0 0
* * * —ZJ 0 0 <0
* * * * -7 0
* * * * * —r7I7
(30)
Case 2: Select
Q=NTN

Since () is real symmetric positive definite, then the existence
of a real nonsingular matrix N is guaranteed. The LMI in
(29) is equivalent to

—Xij 0 0 AL xuDi xiN
x —N'N+DLD.,, 0 AL, 0 0
* * —5%7 WL 0 0
* * * —Z? 0 0 <0
* * * * -7 0
* * * * * -7
(31)

Other selections for ) can be made to construct other sets
of equivalent LMI to test for for the second moment stability
for the noisy state delayed DTFTCS (23).

V. NUMERICAL EXAMPLE

A second-order DTFTCS subject to single component failure
has the following system parameters

—2.0 0.0 1.0
A= [0.0 1.0} ’ B = L.o} ’
0.0 1.0 1.0
Az = [—1.0 0.0} ’ B2 = [1.0} ’
0.0 0.0 0.0 0.0
An = [0.0 0.5} y An = {0.0 —0.5] ’
Dy =[05 0.0], D;=1[00 05], E =][01],
D, =[0.5 0.0], D, =/[00 05], Ey=][0.1],
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0.0 0.0
Py = Py = [01] 0 = {1.0} e [1.0} ’

For such system, 7, the component failure is a finite Markov
chain with S = {1,2} and the FDI process ¥}, also has a
finite state space R = {1,2}. The two modes of operation
are: fault-free system represented by state 1, and impaired
system operation represented by state 2. The failure rates
representing these two modes of operation are

~ [0.70 0.30
@mn =040 0.60|

mn

. [o20 os0] 0.15 0.85
02 080" %= 1025 0.75|"

As per Theorem 5, the second moment stability was ex-
amined and verified by the existence of positive definite
symmetric matrices X;;j. The following design parameters
were selected and used.

e Level of attenuation 6 = 1.25
o Weighting matrices R;; =7
¢ Constant state feedback controller

Ky =[215 -1.50], K,=[2.35 —1.25]

A sample path simulation for the controlled output are shown
in Figure 1.

Amplitude

4 02 04 06 08 1 12
1000 x Time (sec)

Fig. 1: Single sample path simulation: Controlled Output

VI. CONCLUSION

A DTFTCS in noisy environments subject to state delays
has been developed. A delay-independent sufficient condition
that guarantee the H,, second moment stability and achieve
d-level of disturbance rejection was derived. A test condition
for a given state feedback controller was formulated as a
feasibility solution for a set of LMIs. The obtained result
was validated by a numerical example. In future work, a
design methodology to synthesize a stabilizing fault tolerant
state feedback controller is to be developed.
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