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Abstract

Nearly all projects have risks, both known and unknown. Appropriately managing these
risks in a well-thought-out, planned, methodical way can very often make the difference
between project success and failure. This paper discusses some common ways to manage
project risks, based on good project management concepts.

Introduction

Project managers need to pay constant attention to project-associated risks. Project
risks are uncertain events or conditions which could impact that project. These uncertain
events or conditions can be categorized as either known unknowns or unknown unknowns.
Some risks we can foresee, while others we cannot. Some risks we can control, while others
we cannot. In any case, there will always be project risks.

Known unknowns are the uncertainties about which we know we should be concerned,
but we might not know enough about their impact on cost, schedule, and scope, their likelihood
of occurrence, how to prevent them, how to make the desirable ones more likely to happen,
and so forth. But we know we don’t yet know these characteristics, and we can now plan to do
something about these unknowns.

Unknown unknowns, by contrast, are events or conditions that we have no realistic way
of expecting that they might occur—we don’t even know enough realistically to ask any specific
guestions about them because they are completely unexpected to have an impact on the
project and we don’t even know what they are—they are unknown unknowns.

Risks can be good or bad, opportunities or threats, positive or negative. These risks
can impact project scope, duration, costs, stakeholder relations, quality, and so forth. We want
to maximize the likelihood that positive risks will occur. By contrast, of course, we wish to
minimize, prevent, or eliminate the potentially negative impact of threats.

Formal project risk management includes planning for risks, identifying risks, analyzing
risks, responding to risks, and monitoring and controlling risks.* In addition, the attitudes of the
performing and requesting organizations toward risks can be a very important factor in risk
management. In almost all organizations there must be a balance between a willingness to
take risks and a desire to avoid risks. In all cases, excellent communication will be essential to
good risk management.

From an insurance standpoint, we sometimes categorize risk into two categories: pure
risk and business risk. Pure risk is the type of risk for which we can buy insurance, and the
risk is transferred to the insurance company. Business risk is the type of risk that an
organization assumes as part of its ongoing business. For example, the risk that we might not
be able to sell all of our products would normally be considered business risk.



Plan for Project Risks

Good risk management planning can dramatically increase risk management
effectiveness and efficiency. This is particularly true early in project planning, but applies
throughout the project. Planning for risk requires us to be focused and attentive to the project
from every angle. When planning for risks, we must remember the good solid principles that
have worked in years past, but have the ability to learn new principles that have not previously
been applied.? The objectives of risk management planning are (1) to decide upfront how to
approach, plan, and execute risk-management activities throughout our project, (2) then to
update those plans continually as we execute, monitor, and control project risk management
activities, and (3) to establish an agreed-upon basis for project risk evaluation.

Of course, all of this risk management planning needs to be balanced against the
project’s needs, the project’s importance, and the needs of the organization. There is no need
to kill a tiny-project fly with a sledge hammer, but we do need a sledge hammer to break up the
concrete of highly expensive, major project unknowns. If we don’t manage the unknowns, they
will end up managing us!

Relative Risk Planning Effort

Figure 1: Relative Importance of
Project (Project Priority and Cost)

The effort and techniques we apply to the risk management planning will be affected by
the culture of the organizations and the attitudes of the people involved on the project. Often
there are organizational policies and standard procedures that we are required to follow. If this
is the case, it is very important to become thoroughly familiar with those policies and
procedures, as well as being careful to develop excellent communication channels with the key
risk stakeholders.



When planning how we will management project risks, it is always important to learn all
we can from experts who can provide insight, experience, and good judgment, especially with
respect to the particular project at hand. We draw on their expertise especially during risk-
planning meetings. During these meetings we should (1) define our basic risk-management
plans, (2) define the risk-management terminology we will use, (3) identify project activities that
will deal with risks that could affect project cost, schedule, and scope, and (4) make specific
risk management activity assignments to specific people. These planned project activities all
become part of the overall project plan, and therefore part of the cost baseline, schedule
baseline, and scope baseline. These schedule activities will of course require resources and
time to complete, and therefore they affect resource loading and leveling concerns.

One part of risk management planning is to establish project risk categories. These
categories establish structure for the desired level of detail as we break down the risks into
smaller and smaller, better defined risk elements. These risk categories should be reviewed
and changed as needed throughout the risk identification and definition process. For example,
we might develop risk categories such as technical risks, performance risks, cost risks,
schedule risks, management risks, organizational risks, external risks—such as market risks,
competition risks, and regulatory risks—and any other risk category that serves this particular
project.

Another part of planning for risk management includes the need to clearly define what
we mean by various levels of risk likelihood and risk impact. Some example risk likelihood
categories might include very low, low, moderate, high, and very high. Alternatively, we might
assign numerical weights to those same categories, such as 0.1, 0.3, 0.5, 0.7, and 0.9
respectively. A similar procedure would apply to the specification risk impact categories.

While doing the risk impact categories, remember that risk impacts can be positive or negative,
so both positive and negative numerical weightings might be assigned to those categories
accordingly.

When defining the risk likelihood categories and the risk impact categories, it is evident
that we need to clearly define what we mean by each category, so that classification of the
various risks will be as straight forward and agreed-upon as is realistically possible. An
important consideration when developing these likelihood and impact category definitions is to
consider defining the categories as functions of the project deliverables.

Table 1: Example definitions of Risk Impact Categories
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Identify the Project Risks

Project risks can originate from many sources or situations, such as (1) external
unpredictable risks—Ilike regulatory or natural forces, (2) external predicable risks—like market
risks, operational risks, inflation, or taxes, (3) internal non-technical risks—Ilike management
decisions, cash flows, or cost and schedule constraints, (4) technical risks—like changes in
technology, design risks, or complexity risks, and (5) legal risks—like licensing risks, patent
rights, contractual risks, or force majeure.

As we attempt to identify project risks, our objective should be to determine risks that
could affect the project, and then to clearly and fully document those risks and their
characteristics. This is best done by experts, those who will be doing the work, and other key
risk-affected or risk-associated stakeholders. This can be done in a combination of one-on-
one meetings with the project leader, or better still as part of a risk planning meeting. The
latter gives a chance for everyone to hear the various perspectives and to better achieve
proper risk identification and definition. The process can be iterative between risk planning
meetings and more focused expert interactions. The result of this iterative process will be the
beginning of a risk register, which will list the project lists and their characteristics. This will
prepare us for the next steps of analyzing risks, responding to risks, and monitoring and
controlling risks.

To identify project risks, we use several resources and procedures. (1) We need to
learn from past project plans, files, and risk documents. We need to learn from the successes
and failures of past projects, as these successes and failures are often associated with how
well or how poorly project risks were handled in the past. (2) We can use the Delphi technique
of iteratively surveying experts and managers iteratively and anonymously to gain consensus
on project risks, likelihoods, and impacts. (3) We can interview team members and other
subject-matter experts and those who will be doing the work, as well as other key
stakeholders. (4) We can use root-cause analysis and cause-and-effect diagram analysis. (5)
We can use SWOT (Strengths, Weaknesses, Opportunities, and Threats) analysis. (6) We
can use brainstorming sessions to identify potential risks, and then follow the brainstorming
with some type of qualitative analysis of the brainstormed risks.

The result of all of this risk identification will be the beginning of the risk register. This
register will be expanded during later steps of risk planning. Shown below is an example
beginning of a risk register.

Table 2: Example Risk Register Initial Format

Risk Risk Description [Root CauselAssumptions Needed Risk
No. Response [Category
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Analyze Risks

There are really two major categories of risk analysis: qualitative risk analysis and
guantitative risk analysis. Sometimes these two analysis categories are done separately, and
sometimes they are done simultaneously. In a few cases we go directly to quantitative risk
analysis and skip qualitative risk analysis. However we go about the process, we need to end
up with a clear understanding of the risks and their likelihoods and impacts, preferably on a
numerically prioritized scale. Once the initial risk analysis is completed, it is important that we
continue to review and update the analyses throughout the duration of the project—keep risk
analysis alive!

The objective of qualitative risk analysis is to help us to focus quickly and inexpensively
on high-priority risks, giving us a rough understanding of both the potential impact and
likelihood of occurrence for each important risk. The analysis should look at risk impact on
schedule, costs, scope, quality, risk tolerances, stakeholders, and specific project deliverables.

When qualitatively analyzing project risks, we estimate and record (1) risk probability
and (2) risk impact, both positive and negative, on the project deliverables. Next, we repeat
the process quantitatively. During these analyses, we use a probability and impact matrix, an
example of which is found in Table 3, to help us prioritize the risk rating for each identified risk.

Kendrick recommends another graphical approach.? In this approach, we plot risks on
axes indicating their impact on both the project schedule and budget, and indicate the
likelihood of the risk occurring by the size of the circle representing the risk. This is illustrated
by Figure 2.

Table 3: Example Probability and Impact Matrix
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FIGURE 2: Example plot of project risk effects and probabilities

Budget Impact, Percentage Variation

We use the results from the qualitative and quantitative risk analysis to update the risk
register with respect to: risk ratings, relative risk priority levels, response time frames, risks

needing additional analysis, observations and trends, and even a list of less important risks to
monitor, just in case they become important later on during the project. An example is shown

in Table 4.
Table 4: Example Columns of Information in an Updated Risk Register, Following
Initial Risk Analysis
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Quantitative risk analysis can be aided by (1) interviewing of experts, (2) using
probability distributions, (3) doing sensitivity analyses, (4) using Monte Carlo or other modeling
and mathematical relationships and procedures, and (5) doing expected monetary value
calculations.

Plan Risk Responses

The objectives of risk response planning include (1) determining the best options and
backup plans to maximize our project opportunities and to minimize our project threats; (2)
identifying those who will take responsibility for each important risk, including the possibility of
passing some risks to an insurance company; (3) prioritizing risk responses; (4) adding risk
response activities into the project plan; and identifying conditions that trigger execution of
contingency plans, when conditions indicate that a particular risk is likely to occur in the near
future.

When planning responses for negative risks—threats—there are several common
approaches: (1) avoid the threat, (2) transfer the risk for the threat, and (3) mitigate the
consequences of the threat.

To avoid the threat, we can (1) try to take some action which will eliminate the risk, (2)
isolate the project from the threat, or (3) change the project objectives or constraints that are
vulnerable to the threat.

To transfer the risk for the threat, the most common action is to purchase insurance for
the particular negative consequence, if the threat occurs. This simply transfers risk ownership
from us to the insurance company, within the constraints of the insurance contract.

Mitigation of project risk means that we acceptably reduce the impact and/or likelihood
that a given threat will actually occur. We want to do this as early as possible—there is a
reason for the saying, “An ounce of prevention is worth a pound of cure.” For example, we
might try to reduce project complexity, do more detailed research before certain decisions are
made, choose better, more reliable resources, or develop redundancy in high risk situations.

When planning responses for positive risks—opportunities—there are several common
approaches: (1) exploit the opportunity, (2) share the opportunity with someone who has the
ability better to help us to achieve the benefits of the opportunity, and (3) grow the likelihood
that the opportunity will present itself.

Finally, for both positive and negative risks, one response strategy is to simply allow the
threat to occur and plan contingencies accordingly, which will be activated if the threat
materializes. Again, risk triggers should be identified during response planning so that we
know as quickly as possible that a risk is about to actually happen.

Monitor and Control the Risks

Throughout the entire project we must continually monitor and control project risks.
This means that we must also continue to plan and re-plan throughout the entire project. We
need to monitor for risk triggers, identify when risks have occurred and whether or not the
planned responses were satisfactory, make planning changes for risks that were not
satisfactorily handled, and monitor any secondary risks that might occur as a result of a
different risk occurring.



All of this means that we must pay constant attention to the project objectives,
stakeholder expectations, project baseline deviation trends, contingency reserves, and new
risks that might be developing or less important risks that might be changing in priority.
Therefore, project risk needs to be an agenda for most, if not all, of the project meetings. We
should also be monitoring how we as a project team are doing at following and executing risk
response plans and procedures. When necessary, workaround plans should be developed—
these are plans nor originally planned, but developed as a result of new risk developments that
were unexpected. These workaround plans should be carefully documented, to maintain the
integrity of the risk management procedures and so as to allow lessons learned to be
developed.

The risk register needs to be regularly updated as a result of our monitoring and
controlling risks and risk responses. The changes to the risk register should be carefully
documented, and we should carefully note any lessons learned for future use during our
project or future projects.

Conclusion

Risk management is an essential part of project management! The tools, principles,
and concepts presented in this paper are only an overview of the many important aspects of
project risk management, but they are essential to good project risk management. To neglect
good risk management is to endanger the very success of our projects.
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