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Abstract: A time domain signal tracking algorithm is proposed to estimate the frequency of a chirp type
global navigation satellite system (GNSS) interference. The unknown interference frequency of GNSS is
estimated by the received signal using properties of trigonometrical functions, but this value has a lot of
error caused by measurement noise and the frequency change of the interference. In order to reduce the
ierror, an adaptive fading Kalman filter is applied to the proposed algorithm. Furthermore, a low pass
differentiator (LPD) and a pattern enhancement algorithm are used to estimate the sweep period of chirp
type interference. The performance of the tracking algorithm is verified by comparing to conventional
algorithms. By analyzing the results of comparisons, the proposed algorithm has better tracking
performance than conventional algorithms when the jammer to signal ratio (J/S) of GNSS interference
signal is more than 30dB, which seriously affects the accuracy of the GNSS.

1. INTRODUCTION

According to increasing the reliability on GNSS and
purchasing the portable jammer easily online, the potential
threat of GNSS interference has arisen in recent years. By
investigation, South Korea has experienced intentional GPS
jamming on several occasions. The types of jamming signals
were single-tone continuous wave interference (CWI) on L1,
and chirp type interference on L2 and L5 frequency bands
(Kang et al., 2012).

In order to deal with the threat, detecting and tracking
interference are important for safe GPS operation in all
countries. Previous work (Kang et al., 2012; Borio et al.,
2008; Choi et al., 2002) have focused on detecting the
existence of CWI using an adaptive notch filter. These
approaches have a limitation on detection and tracking of
chirp type interference because its fast sweep rate degrades
the signal tracking performance of the adaptive notch filter.
Thus it is necessary to use different detection and tracking
algorithm for chirp type interference.

A frequency tracking algorithm is designed and employed to
estimate the instantanecous frequency of chirp type
interference in this paper. The adaptive fading Kalman filter
is applied and pattern recognition algorithm with LPD is used
to estimate the sweep period of chirp type GNSS interference,
which is used to reset the filter parameter for improving the
performance of frequency tracking and identifying the type of
interference.

The performance of the proposed algorithm is simulated for
scenarios of GPS signal in the presence of chirp type
interference and is analyzed by using software GPS and
interference simulator data studied on the previous work
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(Yang, 2013). Through theoretical analysis and comparing
simulation results with conventional algorithms, the
feasibility and performance of the proposed methods are
shown.

The rest of this paper is organized as follows. Section 2 refers
to the intermediate frequency model of GPS and interference.
In addition, the frequency estimation method is briefly
reviewed. The interference tracking algorithm is proposed in
section 3. The main components of the proposed algorithm
which are the adaptive fading Kalman filter, the sweep period
estimation algorithm with pattern recognition and
enhancement method are also explained. Simulation results
verifying the performance of the proposed algorithm are
shown in section 4. Finally, conclusions are in section 5.

2. INSTANTANEOUS FREQUENCY ESTIMATION

Instantaneous frequency (IF) provides important information
about the change of frequency in non-stationary signals. The
concept of IF is popularly used in various technical fields and
applications such as radar, sonar, and communications
(Boashash, 2003). There are many approaches for IF
estimation: time-frequency representation approaches (linear,
quadratic approaches), IF estimation methods using analytic
signal through the Hilbert transform, etc. During the past five
years, [F estimation methods based on these approaches have
been modified and upgraded in order to improve the accuracy
of IF estimation. One of these methods is the S-transform
which combines short-time Fourier analysis and wavelet
analysis. The S-transform based IF estimator for signals with
additive white Gaussian noise is proposed in the other work
(Sejdic et al., 2008).
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In this paper, IF of a chirp type civilian GNSS interference is
computed by numerical summation of received signal
samples through properties of trigonometrical functions
because it would generate IF estimation results rapidly and
could be relatively easily interpreted in the real-time system.

2.1 GNSS signal and interference models

A MATLAB SIMULINK-based GPS L1 signal and
interference simulator (Yang, 2013) is used to generate
intermediate frequency signal data. The received GPS LI
signal in the presence of interference (Kaplan et al., 2006)
can be modeled as

o= x/ﬁDHc,H cos(27r(f1F +/f, )n+9)+vn +i, (1)

where P is an intermediate frequency signal power, D, is
navigation data, ¢, is a coarse acquisition code (C/A code)
assigned to gps satellite, f,.is an intermediate frequency of

9.548 MHz, f,is the doppler frequency shift, v, is noise, i,

is interference, 7 is the code phase of the received signal, and
0 is the phase. n=¢/f, , where ¢ is time and f, is the
sampling frequency of 38.192MHz.

Previous work (Mitch et al, 2011) surveyed the signal
properties of commercial GPS jammers based on
experimental data. The test of jammers provided information
on the characteristics of current civil GPS jammer signals.
The majority of the jammers used chirp signals, all jammed
L1 band, only six jammed L2 band and none jammed L5
band. The sweep rate of the jammers is on average about
1x10'* Hz/sec. According to the results of the previous work,
chirp type GNSS interference used in this paper is modeled
as

ichirpin =\/27]),-COS(27Z'I’1(S[7")+¢[) (2)

where P is the interference signal power, and ¢ is the initial

phase. S, , can be expressed as follows:

4 Y
Su—f0+2ﬁn f0+2n 3)

where f;and a, refer to the initial frequency and sweep rate

of the interference, respectively. For simplicity, % is

expressed by Af which means variation of digital frequency.
n varies within the boundary 7" which is the sweep period of
chirp type interference. The frequency of the chirp type
interference is modeled as

Ju =Ty +An )

If n exceeds T, f, changes fromeq. 4 to

fo=fy+ A x(n=T), n=T ®)

The f, is shown in Fig. 1b. The sweep rate is set to
1x10" Hz/sec and initial frequency is configured by 0.1832
in digital frequency.

The single-tone CWI is modeled as
isinglein = V 21)1 Cos(zﬂ-nﬁ +¢1) (6)

where f;is the intermediate frequency of interference which
is set to 9.548MHz and shown in Fig. 1a.

2.2 Estimation of interference frequency

To estimate IF of the interference, received signal whose the
three samples refer tor, ,, 7,, r,,, and some assumptions are
needed. If signal strength of i is greater than GNSS signal
and measurement noise, the signal model of received signal
can be expressed by r, ® i, +v, . In addition, if i is chirp type
interference and the measurement noise is ignored, the signal
model of three signal samples can be characterized as

F R cos(27r(n +1)SUH1)
r, & cos(Zﬂn(SU)) (7)
ro R cos(27r(n -1)S, ., )

where interference signal power is assumed to ‘0.5’ and
initial phase is ‘0’ for convenient analyzing. Supposing that
Af =0 which refer to the case of single-tone CWI (Saliu,

2000), the frequency of received signal can be calculated by

Pt cos(27r(n +1)SUM)+cos(27z(n—1)SU71)
2r, - 2cos(27m(SU))
= cos(27z(Su))
1 YA
S . =1 :ECOS I(Tj (8)

where S, , = f, = f;,due to Af =0.
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However, in case of chirp type interference, which means,
Af # 0. For that reason, eq. 8 is not valid and has additional

terms due to Af.

Lt _ 005(2””(S,7,,)+ Zﬂgjcos(ZHn(Szin)+2ﬂ'%fnj
2r, 2cos(27m(SU))

:[cos(ZﬂgJ—tan(Zﬂn(S/ ”))sin[Zﬂchos[ZﬂS, n+2ﬁ£nj )
2 - 2 - 2

If Af is very small value, COS[Z”%) =1, sin(27z%) =7Af.

By using these values, eq. 9 is rearranged by

’%IZ—JZH - [1 —(ﬂAf)l‘an(27Z'n<Stin ))} COS(27TStn + 272'%1’1
= [l—(7[Af)tan(27m(SU1 ))} COS(zﬂfn)

 f, =L cos ! fout T

T on [1—(7;Af)tan(27m($lin)ﬂ 2r,

(10)

In eq. 10, tangent term causes a calculation error when the
phase reaches to %(2n—1) period regardless of measurement

noise. If measurement noise is comprised in eq. 10, the
unexpected calculation error occurs in the whole interval as
shown in Fig. 2. In order to estimate the interference
frequency correctly, the calculation error can be reduced by a
model based filtering method. In this paper, the adaptive
fading Kalman filter is used to reduce the error and track the
interference frequency.
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3. INTERFERENCE TRACKING ALGORITHM

In this section, the proposed frequency tracking algorithm is
introduced for chirp type interference detection. The main
feature of chirp type interference is that its frequency changes
periodically. In general, the interference frequency increases
linearly within one period and is reinitialized at the beginning
of every period as mentioned in the previous section. Thus,
estimation of an initial frequency of interference, sweep rate
and sweep period of the interference are very important
factors in tracking the chirp type interference.

An adaptive fading Kalman filter (Xia et al., 1994; Kim et al.
2009) is applied to estimate the frequency and sweep rate of
interference in this paper. A pattern recognition algorithm
(Oikonomou et al., 2006) with LPD (Laquna et al., 1990) is
also used to estimate the sweep period of the interference.
Moreover, in order to improve tracking performance of the
filter, the state and initial error covariance of the filter are
reinitialized at the beginning of the estimated sweep period.

3.1 Adaptive fading Kalman filter

The concept of an adaptive fading Kalman filter is to apply a
factor to the Kalman gain to adjust tracking performance of
the filter. In most adaptive fading Kalman filters, the factor is
calculated by the relation between the calculated innovation
covariance and an estimated innovation covariance because
the innovation covariance of the filter can present the effect
of unaccounted errors (Kim et al., 2009). The innovation
covariance of the filter is

Cn:E[(zn -2z —2;)1: HP H' +R, aan

where C, refers to the calculated innovation covariance and

z is an estimation of measurement, HX, . H is a
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measurement matrix, P, is a prior predicted error covariance

and R, is a measurement noise covariance of the filter.

The estimated innovation covariance can be expressed by

(zi —2;)(21, -z )T (12)

A1 n
Q_M—u;

M +1

where M is a window size. By using the eq. 11 and 12, the
factor which adjusts the Kalman gain is obtained as follows:

o, =max- 1,

trace(g: ) 13

)

trace (

The factor is used to compensate the measurement error by
decreasing the Kalman gain. The Kalman gain is reduced by

K -LpH [HP,H' +R, ]

n

(14)

In case of normal operation, ¢, will be set to one
because trace(én) is smaller than trace(C,) and Kalman

If the
measurement error occurs severely, the ¢, exceeds 1. In that

gain is updated using the general formular.

case, Kalman gain decreases by the 1/«, in order to depend

less on measurement information. The rest of the filter
equations are the same as the conventional discrete Kalman
filter (Kim et al., 2009).

X, =Fx; (15)
P  =FP F' +Q, (16)
P'=(I-K H)P, (17)
% =%, +K,(z, - HY,) (18)

The state and measurement model of the Kalman filter are

)l k]

(19)

z, =[1 o]L/;j }wﬂ (20)

where the states are frequency and variation of frequency

which are expressed as [ 1 Af,'l]r. w, is the process noise
which is white Gaussian noise ( w, N (0, af,) ). v, is the
measurement noise whose distribution is N (O, O'f) . The

proposed system is observable as the rank of observability
matrix is full.

However, this model is only satisfied when the sample index,
n is within the sweep period because the frequency of chirp
type interference is f; at the beginning of every sweep period.

In order to estimate the frequency of the interference
accurately, it is needed to reset the filter state, f to f, when

n=T . In this paper, f, is calculated by estimated states of
the filter when n =T —1 which almost converges to true value
of f, and Af,.

/}0 :fT—l _(T_I)A/}T—l

:<fT—] +iT—l)_(T_l)(Af‘+Aj;T—l)
:fT—l_(T_I)Af-’_fT—l_(T_l)AfT—l

:fo"'fr-l_(T_l)AJ}T-]:fo"'fo (21)

where fo is the estimation of f; which is an unknown value
depending on the property of the received interference.

fn and Aj}” are estimated states. The estimation errors refer to
f,and Af, .

The initial error covariance, P, ,(1,1) of the filter is also
reinitialized at the beginning of the sweep period. B, ;(1,1) is

expressed by
P00 =E|(1-7,)
= E[(f771 _(T _1)A.f771)2:| = E|:f7'z—]:| + (T _1)2 E.:A];T—IZJ

~P;, (1L1)+(T-1)" P, (2,2) (22)

7 7 + . .
where f, and Af, are uncorrelated and P, is a posterior
predicted error covariance.
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3.2 Sweep period estimation by pattern recognition

The sweep period of the interference is used to reset the filter
state and initial error covariance to track the chirp type
interference. To estimate the sweep period the measurement
passing through LPD (Laquna ef al., 1990) is normalized and
expressed by

Zn — Zn—6

Bx (( Fax —fm.% )

ZGin = yZG7n71 _(1_7/) (23)

where y is the forgetting factor and g is the normalization

factor. These values are design parameters for enhancement
of the peak pattern. f,, and f,  _are minimum and maximum

frequency of observable frequency bandwidth. The transfer
function of LPD is G(z)=1-z". Fig. 3 shows the value of

The

z; ,has a peak at the beginning of the sweep period where

Z; , when the chirp type interference is received.

the frequency of interference changes radically. If the time
index at the peak is measured, the sweep period can be
estimated.

However, the peak of z; , is hard to recognize by a certain
threshold because z, , has a lot of noise due to the

measurement error of z, . In this paper, a pattern enhancement

algorithm (Oikonomou et al., 2006) is used to detect the peak
effectively for reducing the effect of noise. The algorithm is
based on an autoregressive (AR) model and the AR
coefficients are estimated with the use of Kalman filter. The
z, ,1s described by an AR model and the model is given as

26 n = Z}/i_nz(}i(n—[) ViR n (24)

i=l1

where pis the order of the model which is set to 10 for
considering computation load, 7, ;is the AR coefficient and
Vur , 1s the white Gaussian noise with zero mean and

variance o, . To estimate the AR coefficient, the state and
measurement models of Kalman filter are

I =AT'_, +o, (25)

ZG7)1 = C:rn +vAR7n (26)
T . .

where T, :[717,1 s s ypiJ , A=diag(0.2,---0.2) which is a

diagonal matrix and its dimension is px p for smoothing and
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Fig. 3. The results of period estimation in case of chirp type
interference

enhancement of the peak pattern.

’
C, :[sz(H)ﬂ ,zGi(nfp)] , o, is white Gaussian noise

with zero mean and covariance Q,, . As a results, the

enhancement pattern of z,; , can be expressed by

z = C:f‘n

@7

AR _n

where lA"" is the estimated AR coefficient by the Kalman
filter and z,, , is shown in Fig. 3. The peak of z, , is
detected by the maximum value above the selected threshold
which is set to S, x((fm“’f“"% ) in this paper. The f,, is an

enhancement rate. Consequently, the estimated time index at
the peak is sent to the filter and used to reset the filter.

4. SIMULATION

The performance of the proposed tracking algorithm is
verified by a simulation which is compared to other methods
namely a conventional discrete Kalman filter (KF), adaptive
fading filter without period estimation (AKF) (Kim et al.,
2009) whose models are the same as that of proposed

algorithm. In case of AKF, a Kalman gain is increased by &, ,

which refer to K, =a,P;H’ [HP;HT +R, ]71 . The increase

of the Kalman gain means to depend more on measurement
information and consequently increase the sensitivity of the
response to frequency change. Thus, the filter can track the
chirp type interference except the proposed sweep period
estimation method.

In this simulation, the chirp type interference is only received
and the signal power of received GNSS signal is -130dBm,
the overall noise floor is at -114dB/MHz and the J/S is set to
30dB.
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Fig. 4. The signal tracking results of Simulation

Tracking results of the simulation are shown in Fig. 4. KF
tracks the interference frequency well in the first period, but
the tracking error increases after the first period because the
convergence speed of the filter is slower than the change rate
of frequency near the beginning of the period. In case of AKF,
the convergence rate of the filter is improved by increasing
the Kalman gain and prior predicted error covariance so the
tracking error is less than KF. However, increasing Kalman
gain also leads to estimation error caused by depending too
much on the measurement which has a lot of noise as shown
in Fig. 2. Comparing the results of the frequency estimation,
the proposed algorithm has the better tracking performance
than KF and AKF as the proposed algorithm reset the filter at
the beginning of the sweep period by using the period
estimation method. The frequency estimation RMSE of the
proposed algorithm is 0.0071, that of KF is 0.0220 and AKF
is 0.0115.

5. CONCLUSIONS

An interference tracking algorithm is proposed by utilizing an
adaptive fading Kalman filter and sweep period estimation
method using LPD to estimate the frequency of chirp type
interference whose sweep rate is 1x10” Hz/sec and J/S is
above 30dB. Simulation results show that the proposed
algorithm can more efficiently track the interference
compared to conventional methods.
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